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Release Summary

This release of FDMS 4 focuses on transitioning additional FDMS features from FDMS 3 to FDMS 4,
updating the Deduplication Tree to use paging in order to support large numbers of comments, adding
additional batch processing capability, addressing several priority Help Desk requests and addressing
accessibility tickets. Some of the key features include:

e Summary Module

e Docket Overview Tab

e Work Queue — Pagination and Document Metadata View
e Saving Across Tabs

e Records Overview

e Deduplication — Pagination and Keyword Search Capability
e Search Enhancements

o Docket Tree - Keyword Search Capability

e Flags - option to sort by flag

e Batch Re-Assign

e Attachments — Bulk Import and Delete

e Forgot Password Functionality

e Security — Password Complexity
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Summary Module

The Summary Module was previously available in FDMS 3. In FDMS 4, users can access the Summary
Module by clicking on the Reports link in the upper right corner. Within the Summary Module, users can
select from four user specific options and three agency wide options.

Figure 1 - Accessing the Summary Module through Reports Link
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The right panel results will provide users with an organized table sorted by Document Status and Date
Received. Each result will be a number that is a link. For the Agency wide Most Active Dockets and
Documents options, users will select the timeframe they want included in the output.
Figure 2 - Summary Statistics Output with Links
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desﬁv ﬁ ‘ Search Dockets Q |
e o Advanced Search
Reports Menu | Summary tatisis |
Y
standard [ summary Comments Assigned to Me ]
Comments Assigned to Me X - )
e oot Summary of all public submission comments that are currently assigned to you
Comments that | can Access \ Documents Received
Summary of all the comments that you have access to Last30 Last60 Last50 Last365 | Over 365
rod; terd, 1
Documents Assigned to Me s“'"" N | eserday ‘me.p Lo Days Days Days Days Total
Summary of the documents currently assigned to you Active ‘ ° = v v 190 207 97
Pending_Post 2 8 12 17 17 77 204 281
Documents that | can Access Draft 3 3
Summary of all the documents that you have access to m In_Review 13 13
All Agency Documents SR - - - 5 -
Summary of all documents in the agency Deferred 1 1 2 1 3
. DoNotPost 1 1 1 2 3
Agency Most Active Documents Withdrawn 5 B
List of the most active documents in the agency Posted 3 52 55
Agency Most Active Dockets Grand Total 2 8 12 19 19 196 264 460
List of the most active dockets in the agency ]
FR and Other Documents with Comment Period Ending Today: []
Beginning date:
v
.
Run Report
About Us | Privacy & Security Notice | Accessibility | Contact Us | FAQs | Glossary | Regulations.gov | Resource Center | Training

Users can click on the links in the right panel in order to view a list of the relevant Documents in Search
Results in the left panel.
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Figure 3 - List of Relevant Documents from Summary
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* Favorites View as PDF

I'" Follow Up

Docket Overview Tab
The Docket Overview tab was previously available in FDMS 3 and was transitioned to FDMS 4. The tab
includes a snapshot of the contents of the Docket by Phase-Sequence and by Document Type. For more
information on what is included in each column, users can hover over the Document count to view the
tooltip for that column.

Figure 4 - Docket Overview Tab

—_— Reports | BaichJobs | AddDocket | Admin,Erule | UserProfile | Logout
des gov [[] | search Dockets Q|
Your Agency’s Docket Management System Advanced Search

ERULE-2010-0001
Details Overview Related POC Permissions  Assignments
[a]
Search Dockets Docket Contents by Phase-Sequence 4 Denotes Current Phase
‘ o ‘ Title ‘ FR Documents. Public Submissions ‘ Supporting Documents
[H crue-2011-0019  UMAPERU E Phase-Sequence ‘ Received | Posted Inactive | Received | Posted Inactive ‘ Received ‘ Posted ‘ Inactive
[ eruLE-2011-0020 test I Direct Final Rule-1 Ev 1 2 1 1
!ET ERULE-2011-0021 Release 222 Initiation-1 23 65 4 56 1 2 1
= Initiation-2 14 2 1 7
[H eruLE-2011-0022  Release 222
[ erULE-2011-0024  TestNAM Docket
[ eruLe-2011-0025  wagswas i
- Docket Contents by Document Type
[ erULE-2011-0026  Test Docket
[ ErRULE-2011-0027  Permissions Test- EPA [ Status
0 Document Type | Received | Posted | Inactive
ERULE-2011-0028 test 3.5.3 updated NETES 18 3 2
ERULE-2011-0028  TTT Proposed Rules 1 1 B
(B eruLE-2011-0030  test Rules 1 2
Other 18 48
[ eruLE-2011-0032  adad .
Public Submissions 58 1 2
[ eruLe-2011-0033  Thisis a very long Docket title Supporting & Related Materials 19
ERULE-2011:0034 __ This i a very long Docket itle ¢ ||
Count: 278 v
(<] i —

d

El
Favorites

About Us | Privacy & Security Notice | Accessibility | Contact Us | FAQs | Glossary | Regulations.gov | Resource Center | Training

Users can click on the links in the right panel in order to view a list of the relevant Documents in Search
Results in the left panel.
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Figure 5 - List of Relevant Documents from Docket Overview Tab
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In previous releases, the Work Queue had a limit of 20,000 results. Pagination was added to allow users
with more than 20,000 items in their Work Queue to navigate to those additional items.
Figure 6 - Pagination in Work Queue with Total Count
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Document Metadata
Users requested a read-only view of Document metadata in the Work Queue in order to review
Documents prior to re-assigning. The following tabs were added to the right panel when a user clicks on
a Document:
Document Details
Optional Details
Attachments
Submitter Info - for Public Submissions, Supporting and Related Materials
*If a user selects multiple Documents, the tabs will be disabled.
Figure 7 - Read-Only Document Tabs in the Work Queue
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Saving across tabs
On the Docket Management and Document Management tabs, if a user makes a change to the
metadata and clicks another tab without saving the changes, they will receive a notification popup. The
popup will ask the user if they would like to discard the changes and proceed or to return to the tab to
save the changes. If a user navigates away from that Docket or Document, they will not receive the
notification popup.

Figure 8 - Notification Popup for Unsaved Changes
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Records Overview

For Records agencies, the Records Overview will be included as part of the Docket Contents by Phase-
Sequence table on the Docket Overview tab. This table will include the Records Overview information
that was included in the Records Retention tab in FDMS 3.

Figure 9 - Records Overview Information
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Deduplication
Pagination
Paging was added to the Deduplication Tree to improve performance and usability. Users can select the

Previous and Next links to navigate through the list of Documents.
Figure 10 - Deduplication Tree Pagination
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Keyword Search Capability

Users can search the following fields on the Deduplication Tree:

e DocumentID
o Title
e Abstract
e  Submitter First Name
e  Submitter Last Name
e Document Legacy ID
Figure 11 - Deduplication Tree Keyword Search
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Search Enhancements

Total Count
The ability for users to include a total count with the search results was added to both the Quick Search
and the Advanced Search.
If a user performs a Quick Search by full or partial Docket/Document ID, the total count will be included
in the Search Results in the left panel. If a user searches by Keyword, the total count will not be
included due to technical limitations with returning an accurate total count based on keyword.

Figure 12 - Quick Search Total Count Option
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Figure 13 - Advanced Search Total Count Option
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Choosing to include the total count will provide users with an accurate count of possible results
regardless of the number of results displayed.
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Figure 14 - Including Total Count In Search Results
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Exclude Migrated Documents
The ability to complete a search excluding migrated Documents is available in the Advanced Search.
Migrated Documents are legacy Documents that were entered into FDMS through the backend by the
FDMS Team as part of the Agency’s Go-Live process when that agency started participating in FDMS.
Users can check the checkbox to Exclude Migrated Documents and enter any other desired search
criteria to complete a search.

Figure 15 - Exclude Migrated Documents
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Docket Tree - Keyword Search Capability
The Keyword Search capability was added to the Docket Tree for the following fields:
e DocumentID

e Title
e Abstract
e Subject

e Submitter Info's Last Name and First Name
e legacyID
Figure 16 - Docket Tree Keyword Search
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After entering search criteria and clicking Search the tree will change to a Results folder to provide the
user with a list of relevant results.
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Figure 17 - Keyword Search Results Folder
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Flags - option to sort by flag

All users now have the ability to sort by Flag in the left panel results screens. Clicking the column header
above the flags will sort by which Documents are flagged. Users can change whether they would like the
flagged Documents to appear at the top of the results list or the bottom of the list by clicking the column

header again.
Figure 18 - Sorting by Flag Option
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Batch Re-Assign

The Batch Re-Assign capability is available on all Batch Options screens for users with the appropriate
permissions.
Figure 19 - Batch Re-Assign Option
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Clicking on the radio button for Re-Assign will display the option to Select User/Group or Clear if a user
selects the incorrect user.

Figure 20 - Re-Assign Select User/Group Option
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Clicking the option for Select User/Group will bring up the same options that users see when Re-
Assigning on an individual Document.
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Figure 21 - Select a User or Group Popup Window

-y Reports | Batchlobs |  Admin, Grdde | UserProfile Logout
Fdms.gov B sewchocen a|
i g1 3 S gy S Advanced Search

® inbox
| Docket | oocument | -
You have Selected § documents.
Search Documents.
Select a User or Group x

(O Assignitto me Test, erule (ERULE)
(O Choose someone or some group I've recently used test, erule middle updated (ERULE)

() Choase someone or some group from my Contact List | TSt PW (ERULE)
Test, Siri (ERULE)

(@) Find another person or group

seach [Mypgensy || T RS
Test, siri (ERULE)

o
g [-] test, Siri (ERULE)
With last name starting with: Q

- vty

ERULE-2015-0348-
' n DRAFT-001%

BRALE-2015-0348-
s n DRAFT-0015

ERULE-2015-0348-
s - DRAFT-0014

) ERULE-2015-03
o] |
0 2 LastRefreshec:11/18/2015 10:50:25 PM Save Search Results

About Us | Privacy & Security Notice | Accessibility | Contact Us | FAQs | Glossary | Regulations.gov | Resource Center | Training =]

e

PR o§ @

Count: 448

Release 4.10 16 November 21, 2015



After selecting a user from the popup window, the selected user will show in the Assignee textbox.
Figure 22 - Selected User in Assignee Textbox
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In order to process the batch job, the user must click Submit. If the user no longer wants to re-assign
the Documents to that user, they can click the Clear button.

Attachments

Bulk Import
Users can Bulk Import Attachments from the Attachments tab. To Bulk Import Attachments, the user
will click on the Add Attachments link above the Attachment metadata.

Figure 23 - Add Attachment Link
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Users can select one or multiple files to add as Attachments to the Document.

Figure 24 - Create New Attachment(s) Popup
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Delete
Users have the ability to delete Attachments that are not posted from the Attachments tab. Users can

delete the Attachments one at a time through the Actions dropdown menu.
Figure 25 - Attachments Actions Dropdown Menu
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Forgot Password Functionality
The Forgot Password Functionality was moved from FDMS 3 to FDMS 4. Users can access the
functionality from the Login page by clicking on the click here for help link.

Figure 26 - Forgot Password Functionality
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Figure 27 - Enter Username for Forgot Password Functionality

Fdmsgov

ency’s Docket Management Sy

Please enter your username. If you do not remember your username please contact your agency

administrator for assistance.

Help

Release 4.10

20

November 21, 2015



The application will then ask the user to answer the three security question selected in the user profile.
Answering any of the questions wrong will not allow the user to continue with the password reset. The

user will need to contact their Agency Administrator for assistance.
Figure 28 - Security Questions from User Profile

et
Fdms.gov

Help

Please answer the following security questions.

Denotes Required Field

Secret Question 1: What is the name of the hospital where you were born?

Secret Question 2: What was your first job?

Secret Question 3: Who is your favorite author?

If the security questions are answered correctly, the user will receive a message that an email will be
sent to the email address specified in their User Profile. Once the email is received, the user can click on
the link in the email which will direct them to a screen to reset their password. If the user receives a
message during password reset that the account is locked due to inactivity or password expiration, the
user will need to contact their Agency Administrator for assistance.
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Figure 29 - Secret Questions Answered Correctly, Email Sent with Link to Reset Password
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Agency’s Docket Management System Help

You will receive an email to reset your password.

If you do not receive this email, please contact your Agency Administrator to validate your email
address.

Close this window to exit

Security - Password Complexity
As a follow-on item from the security updates addressed in the FDMS 4.9.1 Release, the system now
enforces minimum password complexity of 12 characters with one (1) upper case letter, one (1)

number, and one (1) special character.
Figure 30 - Password Complexity Requirements Tooltip
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# of Days Until Password Expires: 60 }_
¥
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Additional Enhancements
Accessibility

e Three new accessible shortcuts were added to the application:
o Reports Ctrl +7
o Batch Jobs Ctrl + 8

o Add a Docket Ctrl 9
Figure 31 - Accessibility Shortcuts

Shortcut Information

¥ Home: Ctrland 0
Simple Search: Crrland 1
Inbox: Ctrland 2
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/] Recently Viewed: Ctrland 5
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T Reports: Ctrland 7
@ Batch Jobs: Ctrland &

.~ Add New Docket: Ctrland 9@

e Users can close popups using the esc button on their keyboard.

Password Lockouts

To assist Agency Administrators with identifying the reason a user cannot login to FDMS, accounts that
are locked out because of more than 5 consecutive invalid login attempts show in the Lockouts Tab.
The status for these accounts will show as Locked (Invalid Logins). The Agency Administrator can reset
the account during this time. If the 30 minute lockout expires, the account will no longer show in the
lockout tab and the user should be able to login successfully. If the user needs their password reset and
the account no longer shows in the Lockouts tab, the Agency Administrator can do so through the User
Profile.

Figure 32 - Agency Administration Lockouts Tab
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erule_rw User FDMS Locked(Invalid Logins) 2015/11/16 21:09:40 2015/11/16 08:09:14 O
erule_test2015 Testl Test Locked(Invalid Logins) 2015/10/27 12:14:26 2015/10/27 12:19:51 O
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Training Resources - Updated Webcasts
The webcasts on the Training Resources tab were updated with more recent webcasts. These webcasts
are each two parts and will open and play in a new window.

Figure 33 - Updated Training Webcasts
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Updated User Guides were added to the Training Resources tab.

‘ ‘ We Need Your Feedback!

* Take a brief FDMS 4 Survey. Your feedback will let us know how we can improve the FDMS site to meet your needs for performance
and functionality.

® Contact the FDMS Help Desk. If a page is loading slowly, if something is functioning differently than usual or if you have questions
on features in FDMS 4, please submit a help desk ticket.
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Reports
The Reports Menu was divided into three tabs for usability purposes:

e Standard
e Records (only Records Agencies will see this tab)

e Summary
Figure 34 - Reports Menu Tabs
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Documents list by Legacy Docket ID
O e

Send report to: test_user@erulemaking.net
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Attachment Count for Restricted Documents

When a user accesses a restricted Document for another agency, the Attachment count may be

different than the number of Attachments the user has permissions to view. A note was added to this

screen to let users know that “Not all Attachments may be visible depending on your permissions.”
Figure 35 - Attachments Screen Message

ERULE-2015-0010-DRAFT-0011 —
Document Details Optional Details Submitter Info Attachments(1) Permissions

Order | Title | Posting Restrictions | Views
1 Comment from Jenna No restrictions @ E

Not all Attachments may be visible depending on your permissions.

Past 24 Password Generation Message
The message was updated for users that try to change a password to one of their past 24 password
generations. The message was updated to read:

“Password Change Failed! The New Password cannot match any of your past 24 passwords. Please enter
another value and try again.”
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Defects Addressed

Docket POC

When a user created a new POC with an apostrophe in the name, the POC was added to the list. When

the Save button was clicked, the POC was removed from the list. That POC was also removed from the

agency wide POC list. Searching for the POC did not return a result. If an existing POC was updated with
an apostrophe in the name, the user received a null pointer error. This issue was corrected the names

now save properly to the POC list.

Group by Date Received Folders on Docket Tree

When a user grouped a Docket Tree by Date Received, the folder names were not representative of
what was included in that folder. The titles of the folders in the left panel were updated to provide
users with an accurate representation of what is included in the folder. The right panel titles were also
updated to show that the right panel view is a cumulative count of Documents for a time period.

Figure 36 - Folder Names for Group by Date Received Folders

Reports | BatchJobs | AddDocket | Admin,Erule | UserProfile | Logout
e
n IS gov E‘ Search Dockets Q |
R D e P Advance: d Search

Cumulative Documents Received from Last 90 Days

& Docket Tree

Docket: ERULE-2010-0032 Document List Batch Options

croupy: EEEEE
Filter Folder Details Saarches on D, Title, Type and Status

Document ID |m|. ‘T’y‘p- Status Received D... ‘Vi-m |m.=h...-... Pub Submi... | Total Com...

» (21 Today (0) ERULE-2010-0032-0012 Commen ton ERULE- PUBLIC SUBMISSIONS Posted 08/31/2015 15 1
»(21 1 Day Ago (0) ERULE-2010-0032-0013 New Document creat OTHER Posted 10/14/2015

» () 2 Days Ago to 7 Days Ago (0)

» () 8 Days Ago to 30 Days Ago (0)
» (] 31 Days Ago to 60 Days Ago (1)

» (] 91 Days Agoe to 365 Days Ago (9)
» () Older Than 365 Days (2)

i
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Non-Standard Docket Permissions

There was a bug in the way the Assigned Docket Manager (ADM) and Assigned Rule Writer (ARW) were
set when the Docket was using non-standard permissions. The issue only occurred when the ARW was
changed from a blank value. This issue was corrected in the backend of the application.
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Email Format Validation

The email fields were not validating the correct email address format for the User Information email
field or the Supervisory POC Information email field. The appropriate validations were added and
provide users with a message if the email address format is incorrect.

Figure 37 - Email Address Format Validation

Reports | BatchJobs | AddDocket | Admin, ERULER | UserProfile | Logout
g
Fdms.gov | search Dockets a]
Your Agency's Bocket Management System Advanced Search
[4 Profile Menu User Information
My Info 4]
Add, Remove, Update User Information Telephone: ‘123'456'7390 | * 0
My Password
‘g Y Email: ‘tes(_usererulemaking.net | *

Change User Security Questions and User Password

An at sign (@) is missing in your e-mail address.

] Notifications

Cross Agency Accounts:
Add, R Update Docket Notification \ I
&8 My Contacts

Supervisory POC Information:

‘Add, Remove Users in Your Contacts List

FirstName: [Point |
Last Name: [ contact |
Title: \ |
Telephone: [123-456-7800 K]
Telephone Ext: [1234 |

Email: ‘ poc@nowheregov *l/"
The domain in your e-mail address is missing a period.

Save Cancel
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Q-

Known Issues
There are no Known Issues to report as a result of this release.
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